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29 October 1973

SUBJECT: TRAC Agends Ttem, Meeting of 5 November 73 - ASD(I) Proposal
for COINS

1. FROBLEM

The purpose of thls paper ls to provide analysis and recommendations,
for DCI use in the 5 November 73 IRAC meeting, on the following ASD(TI)
proposals relative to COINS:

a. ASD(I) letter to DCT of U4 October 73 contains & specific pro-
posal for upgrading the existing COINS computer communication network,
and describes this proposal as "only the first step toward the evolution
of 8 worldwide integrated storage and retrieval network for intelligence
support."

b. The ASD(I) letter also includes a proposed fiscal plan for FY-Th4
and FY-75. This plan includes not only (1) the costs of the above net-
work, but also (2) costs for COINS progrem menegement, (3) R&D costs for
monitoring the COINS system, and (4) R&D costs for a multi-level security
study effort.

2. BACKGROUND
a. Recent progress in improving COINS. ASD(I) letter of 4 October 73

cites improvements instituted within the past seversl months., These
include:

(1) Upgrading the COINS network to TK has permitted NPIC files
to become available to the community. ASD(I) notes the number of
community user queries has doubled. DCI should be aware that gqueries
on NPIC files alone have risen from zero percent last spring to some
40 percent of all queries on COINS, and this percentage will increase.

(2) The joint working group reviewing file quality, mentioned
in Dr. Hell's letter, is chaired by his representetive, with DCI/IC
Staff participation as well as membership by State, CIA, DIA, NSA,
NPIC and the COINS Project Menager's Office. To date, this group
has reviewedsome 50 files, to ascertain thelr potential suitability
for COINS and the degree of need for each file by agencies other than
the originator. As ASD(I) correctly reports, this effort is expanding
the number of files avallable to users.

(a) Some files can be placed on the COINS network in the
immediate future, since they are designed to make & one-time

DIA review
completed
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hard copy response to a query (the so-called "batch" method).
This matches the current capability of the COINS network.

(b) Other files, which are of higher potential interest
throughout the community in the long run, cannot be placed
on the COINS network until the upgreding now proposediby ASD(I)
is accomplished. This is because these files are designed to
operate in an "interactive" mode, wherein the questioner talks
back and forth with the file, via his terminal, to frame and
refine his inquiry.

b. The review and improvement of COINS files requires s continuing
effort. Specific improvements since the DCTI named ASD(I) Executive Agent
last spring are galns that were capable of accomplishment in the short
run, and developments in planning for the future. These are important,
but only a beginning. Further work looks towerd the direction of enhancing
the substantive quality of meterials for COINS, as welllas the sccuracy
and timeliness of files on COINS. This,idntburn, raises questions as to
the appropriate future scope of operation, membership and direction for
the files working group.

c. Preparaétion and staffing of proposel for upgrading COINS communice-
tion network. The proposal attached to Dr. Hall's letter of L October 73
was developed by an ad hoc Computer Netting Group (CNG), esteblished under
the COINS Project Management Office, with DIA and NSA representatives as
co-chairmen, and supported by privete consultants. This plan was sent
to DIA, NSA, CIA and State for formal coordination via the COINS Subsystem
Managers, under transmittal of 9 July T73.

(1) CIA Response. CIA has concurred in the proposal to
model the network sfter the ARPANET technology. CIA suggests
the need for a more definitive implementation plan, including
security protection for the network as part of the design criteria,

(2) Other Agency Responses. Not known.

(3) ASD(T) Position. ASD(I) has endorsed the plan, as evidenced
by its transmittal to IRAC by Dr. Hall.

d. Selient points of COINS communicetion network proposal. The plan
being presented by ASD(I) to IRAC includes the following mejor points:

(1) Elimination of the central computer message-switching device,
which is & vulnersble point in the communication system, replecing it
with a network that interconnects COINS participants through alternate
routes.
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(2) Upgrading the transmission lines, so that they will have a
cepebility to operate high speed terminals in en interactive (i.e.,
conversational) mode. This is an essential prerequisite to adding
to the COINS system those files which have been designed to operate
only in an interaqtive system.,

(3) Providing technical cepsebility to include a sizeable expan-
sion, worldwide, of participants in the COINS network. Also, inter-
facing the COINS network with the DoD IDHS Communication (IDHSC) net-
work and the World Wide Military Command and Control System (WWMcCs)
network.

(4) Upgrading the COINS network using proven technology and
tested, available equipment. Thls led to the cholice of the ARPANET,
which is an operestional, state-of-the-art network, developed for DoD
by ARPA and now widely operational, spanning the United States and
Haweii. Improvements to ARPANET are continuing to be made, and
thegse can be utilized for COINS st no direct expense for their de-
velopment.

(5) Use of standard mini-computers at each node in the COINS
communication network, These are variously called Interface Message
Processors (IMPs), Terminal Interface Processors (TIPs) or Inter-
active Analyst Stations (TASs). They are part of the communication
network and connect with the host computer of each participating
agency.

e. Time Schedule for upgraded COINS communication network. The ASD(I)
proposel states that "implementation of this plen is expected to take place
over & 12 month period." This is correct, but it could be misunderstood.

(1) Whet the community gets. By the end of 12 months, if all
goes smoothly, & minimum Washington erea communication network cen
be brought into existence. This will link the new mini-computers
at NSA, NPIC asnd DIA.

(2) What the community does not get. Accomplishment of the
foregoing merely pute in operastion a new communication network.

(2) It does not change the fact that each agency's host
computer still requires the use of a unique language and. pro-
cedures when operating in the network: the multi-language
retrievel problenm.

(b) While creating the new network is an essential
precondition to adding certain files to COINS, this accomp-
lighment in networking does nothing in the 12 month time
frame to meke COINS simpler for analysts to use: the file
uniformity and dete standerds problem.

-3=-
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(c) An ultimate goal is to make COINS interactive for
analyst users. That will require modificetion of software
in the host computers throughout the community. It is not
a tesk addressed by this ASD(I) proposel, and it is doubtful
that this effort should even be commenced until the improved
COINS communicetion network is tested and operational,

(d) Both CTA and the COINS Program Management Office
heve called attention to security problems. They are not
likely to be solved in the 12-month time frame in which the
initial upgraded communication network is to be created.

(3) Possible system degredation during changeover. The detailed
plen (p. &4+) staetes: "The present COINS network will continue to
operate and to provide service while the upgraded communication
system 1s being implemented, The transition from the present net-
work to the upgraded network must be achieved with minimum degre-
dation of service to operational users."”

(4) The full implementetion ‘Schedule for the upgraded COINS
communication network ig estimated at 28 months. The 12-month
schedule provides an initial bare bones capability. (See Tmplemen-
tation Schedule, CNG Plen, pp. 42-L.)

f. The ASD(T) fiscal plan. The proposal is to cover "all costs for

the proposed COINS communication network". It calls for a total of

Fn FY-T4 and [::::::::]in FY-75.

(1) The foregoing totals cover procurement, instellation and
maintenance of the hardware and softwere for the network, i.e., the
mini-computers, network control computer, COMSEC equipment, communi-
cations circuits, and hardware to interface a mini-computer to the
host computer in each agency.

(2) DIA costs, not covered above, include: costs relating to
interfacing the TIDHSC network with the COINS network; costs re-
lating to secure communicetion facilities for COINS users in the
IDHSC net; costs relating to providing COINS support to the intel-
ligence components of the Militery Services and the U&S Commends.
We heve no estimete of these costs, which would be a charge ageinst
DIA in the IDHSC Progrem Element of the GDIP.

(3) Additional costs, attributable to DIA, CIA/NPIC end NSA,
ineclude principally: space and facilities for instellation of the
mini-computers, personnel to operate them, the cost of software
required to interface the mini-computersg to the host computers in
each agency. We have no estimate of these costs, which would be a
charge sgeinst the individusl esgency progrem budgets.

e
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g. ASD(I) Plen for COINS Development - Not Related to Upgraded

Communicetion Network. The ASD(I) fiscal plan proposes funding for the

activities identified below. This funding totels in FY-7h

and

in FY-75.

(1) Existing contract continuation. The costs of existing
contracts are for the continuation of the COINS program meanage-
ment efforts, using outside consultants. These contracts in-
volve preparing statistics and evelustions on COINS system usage
and releted date useful to the COINS Manesgement Office for im-
proving operestional effectiveness of the network. The ASD(I)

plan projects these costs at in FY-Th an@[i:::::::} in

FY-75 .

(2) Additional contracts. This item sppears in the ASD(T)
fiscal plan in the emount of or FY-74 end | | for
FY-75. The following project e ghned:

(a) A study contract to address the problem of the
separate and non-uniform retrieval lenguages required to
be used with individusl host computers, Can a single, common
language be devised for calling up computers in the COINS
communication network? The present problem of non-uniform
languege and procedures between computers will become more
difficult as new host computers jo%f:fff:ffjwork. The
cost of this study is projected at yearly for

FY=-74 and FY-75.

(b) & Users Support Sub-System is needed. This project
i8 to develop on-line aids and techniques ag a means of pro-
viding immediate assistance to COINS users. The cost is
projected &t in FY-T75.

(e¢) A Network Manaegement Information Sub-System is
needed, This project is to develop an on-line mechanism
for collecting, processing, and utilizing evellable logging
informetion in each agency as a means of menaging the COINS
network and messuring its operations, performance and
utility. The cost is projected at [::::::] in FY-75,

(3) Security and monitoring program. This appears in the
ASD(T) fiscel plen in the amount of for FY-T4 end

[:::::::] for FY-75. These funds relate to the following projects:

(a) Security for ARPA-Type Network. The purpose here is
to "develop techniques and herdwere for handling information
from multi-security compeartments., This will include the de-

velopment of & ... system to evtometically authenticate users,

terminals, and computers to each other."
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(b) Security Monitoring System. The purpose here is to
"design and develop an independent monitoring system that
will continuously monitor herdware, software and communica-
tion facilities throughout the network and immediately slert
appropriate personnel of any melfunction or possible breaches
of security."

(¢) Computer Security Leborstory. The purpose here is
to create a community facility in NSA R&D to develop and
design techniques for security systems and attacking suppo-
sedly secure systems."”

(4) Other possible costs. In reporting to the PFIAB Science
Panel on 6 September 73, the COINS Project Manager called attention
to the probable need for edditionsl sborage facilities for new
COINS files, as a result of the initiatives being set in motion by
the joint files working group. This is not referred to in the
ASD(I) plan. Tt is a cost that will eventually fell on individual
agencies,

3. DISCUSSION

a. The ASD(I) proposal for an upgraded COINS communication system
ghould be approved by the DCI. The technical and fiscal plenning by the
Project Menagement Office at NSA and by ASD(I) have been done by qualified
professionals. The work performed needs to be done, and is the next
necessary building block for an improved COINS system, CIA endorses the
technical plan for this stage of the work. DIA has not responded of-
ficially, but we understand informelly that they are in agreement on the
COINS network plen as it applies to the Washington area. DIA appears to
feel that the plan trespasses somewhat into matters invelving DIA's res-
pongibility in connection with IDHSC and WWMCCS worldwide.

b. Approving this COINS communication network should be seen only
as foundetion building; it does not directly and immediately improve
COINS for analysts.

(1) Only & minimum network between DIA, NSA and NPIC can be
created in the 12-month time freame referred to in the ASD(I) pro-
posal, and all-around cooperation will be necessary.

(2) Doing all the tasks proposed in the detailed implementation
plan will require 28 months, according to the Implementation Schedule
of that plan.

(3) When this work is completed, it will amount only to an

improved transmission belt that has the technical cepability of
giving e more respongive and flexible tool for anelyst users.

6=
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(4) This work does nothing directly to solve security problems,
nor to improve the substantive quality of COINS files, nor to over-
come the largely unsolved cultural problem of analyst-computer in-
terface.

(5) Tt is possible that there may be some degredation of the
current cepebility of COINS to serve analysts during the period
when the improved communicetion network is being established. The
plen calls for the existing network to be meintained with "minimum
degredation" of service.

c. Cost implicaetions to individual agenciles re the upgraded COINS
communicetion system are not identified in the ASD(I) presentation to
IRAC.

(1) The fiscal plan proposed by ASD(I) only identifies costs
for the central system.

(2) There are some additionsl costs to DIA, CIA and NSA,
principally releted to programming the interface between the
mini-computers to be supplied to them (without charge) and their
own host computers.

(3) This cost should be anticipated by DIA and NSA and will
be reflected in their GDIP and CCP progrems, which are reviewed
and approved by ASD(I).

(4) In the case of CIA, IXI should be advised by CIA menage-
ment that this matter is recognized and will be taken care of
on behalf of CIA/NPIC in the Agency budgetary process.

With the foregoing caveats, we have no reason to disagree with the ASD(T)
fiscal plan.

d. ASD(T) Fiscel Proposals for COINS Development - Not Related to
Upgraded Communication Network

(1) The ASD(I) proposal for funding the continuation of
existing contracts relates to the present level of consultant
support to the Project Manegement Office, The work is necessary,
and will become more complex as the COINS system expands. ICT
should approve this effort.

(2) The ASD(I) proposal for sdditional contracts provides
expanded support to COINS mansgement, particularly in seeking to
assist anslysts to use the system and to measure its operations,
performaence and utility. All of these goals are proper if we are
really serious about making e significant advance in the capability
of a COINS-like mechasnism for the community.

-7~
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(a) ASD(I) should provide more specifics on the above
tasks. Some are not planned until FY-75. This will give
NCT and ASD(I) staffs, together, opportunity to sharpen our
focus and improve our mutual understanding of how to go
about these tasks.

(b) For fiscal plenning purposes, however, DCI should
support the ASD(I) proposals.

(3) A uniform retrievel lengusge is the subject of an addi-
tional contract proposed by ASD(I). At present, separste and non-
uniform langusges and procedures (protocol) are required for each
agency's host computer in the COINS system, and the problem will
become more complex as the system is expanded to tie in new par- STATINTL
ticipants.

(2) ASD(I) proposes a two year effort, funded at [::%:::::]
each year. Considerable technicel opinion in the community

doubts thet this level of funding will be adequate.

(b) The problem is of major importance for developing a
COINS system whose files asre easily accessible by users. It
should recelve prompt sttention. The solution is not readily
spparent, and the longer we delay the more diverse systems
wlll become operational.

(c¢) Some work in this area 1s now being addressed by
WWMCCS planners, wiforars common lsnguage (WWDMS) thet par-
ticipants in WWMCCS will be encoursaged, but not required, to
use, Other diverse gystems are believed to exist at SAC and
with the Military Airlift Commend, for exsmple. Rome Air
Development Center (RADC) has an interest in the problem in
connectlion with IDHS.

(a) ASD(I) should brief DCI Staff in detsil prior to
entering into a study contract for COINS. This mey be an
aree where DCI may wish to have an independent source of
Judgment, and the cost-benefit considerations of this project
could be a subject on which DCI would want to seek technical
advice, both within CIA and from outside consultants, as well
as from ASD(T).

(e) For fiscel planning purposes, however, NCI should
support the ASD(I) proposal. And, once the concept and scope
of work is agreed on between ASD(I) and DCI, we should look
to ASD(I), as Executive Agent, to carry through the effort.
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(I4) Security and monitoring program. ASD(I) proposes projects
at a total cost of‘ Fhree STATINTL
efforts are involved, as follows:

(a) Security for an ARPA-Type Network, including multi-
level security; Security Monitoring System for COINS when the
network is in operation; and Computer Security Laboratory, at NSA.

(b) The CTA response to the proposal for upgrading the
COINS communication network notes that "the issue of security
has not been asdequately treated, and ... network plenning
should incorporate security protection as & deliberate and
necessary design gosl."

(e¢) In CIA, between January 1972 and January 1973, the
0ffice of Security with contractor support conducted its first
comprehensive security anelysis, testing and evaluation of a
major CIA remotely accessed resource-sharing computer system.
The project covered not only the traditional aspects of physical
protection and personnel access but also the hardware and
software security ettributes of the system, an IBM 360:Model 67
under Control Progrem 67. The CIA Director of Security reports:

!(a) strong evidence of serious security weasknesses
in the opereating system, consonent with a similar con-
clusion in the security test of the DIA On Line System
(DIAOLS); and

"(b) convincing argument that the pursuit of such
test efforts is profiteble and valid as a basis for
system security certification and/or remedial sction.”

Director of Security memo to
IC/THC, 1 November 73 (C)

(d) ASD(I) did not present a description of its security
proposals along with the cost figures contesined in their
transmittal of 4 October 73. Our informetion on the direction
of their planning is derived from the COINS Project Manager's
presentation to PFIAB on 6 September 73.

(e) There is no doubt that there is a mejor group of
problems under the general heading of computer security, and
that funding is needed to study this ares.

(f) Some of the activities, illustrative of the thrashing
around in government and industry, to "get a handle" on the
problem of computer securlity include the following.

_9_
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(1) ASD{(Gomptroller) chairs a Computer Sécurity
Committee.

(ii) The Navy's Ship R&D Center held a symposium
on this subject in 1972.

(ii1) A September 73 draft of the National COMSEC . .
Plen for Computer Systems, prepared by NSA for the U.S.
Communicetions Security Board, is now circuleting for
comments.

(iv) OSD reportedly has sent e letter recently to
the Director, NSA proposing that NSA be responsible for
computer security within DoD, and requesting views and
comments on this proposal.

(v) OMB hes been pressing the National Buresu of
Standards (NBS) to serve eg & focal point for computer
security between the US Government and industry, with
NSA becoming responsible for this subject within the
Federal government,

(vi) The Executive Secretary, THC has just returned
from atbendance et a 3 day symposium, sponsored by IBM,
on this subject, with participants from industry, go-~
vermment and acedemia,.

(g) Expert commentery. Dr. Ruth Davis, Director of the
Institute for Computer Sclences and Technology, National
Bureau of Standerds, addressed the USIB Intelligence Infor-
metion Handling Committee (IHC) on 15 November 72 on this
topic. Her comments included the following:

"10. Tr. Hellner asked how far aswey we were from a
reasonable sdlution to the multi-level problem. Dr.
Devis thought that it would be about 2 ~ 2% years until
the first step is completed; i.e., providing guidelines
which will handle & majority of the computer security
problems in the public sector. For adequate technolo-
gical results thet would be used for the next generation
system architecture, and addressing computer utilization
in such e way thet it is not necessary to come up with o
patchwork solution which would thereby decrease cost
effectiveness, she thought the answer was about 4 years
away. This meant aggimileting the redults of all sgencies'
R&D whether it was in the intelligence community or not
and developing mechanisms to apply it properiy."

Minutes of 51st THC Meeting

~10-
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(h) In the light of these many efforts, it may be de-
sirable for the intelligence community to develop an overall
plan for addressing this group of problems. Further, more
specific proposals by ASD(I) would be helpful. In any event,
problems with & direct applicebility to COINS may be dis-
tinguishsble from the more general concept of a computer se-
curity laeboratory at NSA.

charge on the DCI to protect intelligence sources and methods
leaves to him the ultimste responsibility for passing judgment
on whatever resolution is finally proposed for these problems
after studies and tests have been completed.

(3) There hag been a history, extending over a good
number of years, of ICI concern with these problems, both in
the USIB Security Committee and the USIB Intelligence Infor-
mation Hendling Committee. Those two groups have worked to-
gether to bring their special insights to bear in a joint ef-
fort., The latter committee (IHC) has been the point of con-
tact with the National Buresu of Standards.

(k) In these premises, DCI should consider indicating
to ASD(T) that this is an area of such diversity thet a com-
bined TCI-ASD(I) approach eppears desiresble. A working ar-
rangement, involving ASD(T), the COINS Project Menagement
Office, and the DCI's staff and committee mechanisms, should
be agreed to.
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